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Web 3.0 vs. Web 2.0: Limitations
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100 million active crypto wallets 

and there are several BILLIONS of 
Web2.0 accounts.
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Rollup-centric Roadmap: To improve Ethereum’s scalability

Rollups: As a scaling solution by executing the tnxs outside L1
while posting them on-chain.

Tnx 1
Tnx 2
Tnx 3

…

Offchain execution

Finality and settlement

How does Ethereum ensure that 
executed transactions are processed 
correctly and weren't submitted by 
a bad actor for their own benefit?



Rollups: A simple analogy

To bring passengers to 
their destination as fast 
as possible, with minimal 

stops or delays.

Ethereum main chain

To settle transactions as 
many and quickly as possible.

To make sure everyone 
has a valid ticket.

To make sure all 
transactions are valid 

(Based on EVM).



Let the passenger enter without 
immediate ticket inspection.

L1 vs. L2: Bus onboarding analogy

All tnx are valid, unless 
proven otherwise.

The bus driver is responsible to 
check all the passengers’ tickets

L1 is responsible to check the 
validity of all transactions

The ticket booth issues tickets 
along with a validity proof.

The validity of the transactions 
being proved.

Layer 1

Optimistic Rollups

zk-Rollups



Optimistic Rollups

Zk-Rollups
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Cryptographical Tools:
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Zero-Knowledge Proofs:

I am above 
18 years old!

I know a 
secret key!

A strong cryptographic pritimve

Completeness:
An honest prover can always convince a verifier.

Soundness:
A dishonest prover cannot convince a verifier.

Zero-Knowledge:
The proof does not leak any information beyond
the validity of the statement.



Let’s play a game:



Let’s play a game:

The color is red



Let’s play a game:



Let’s play a game:

Victor Accpets if #black_cards = 26



zk-SNARKs: A practical version

←Prove(SRS, stat, witness) 0/1 ←Verify(SRS, stat, proof)

Witness w 
𝑥, 𝑤 ∈ 𝑹

Knowledge Soundness

A malicious prover cannot convince a verifier, unless it knows some secret “witness”.

CRS

Trusted Third Party

CRS

= 𝒪 log stat + witness

= 𝒪 |stat|

(CRS) ←SRSGen(1!, 𝑹)

| |

* CRS:Common Reference String 

Zero-Knowledge

The verifier doesn’t learn anything beyond the validity of the statement.



MAP OF ZK in 2024
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zkLogin: Simplifying Onboarding 
to Web3 Using SNARKs
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Mysten Labs and Sui:

Sui (L1) Walrus (DDA) Move
(Rust Smart Contract)

Deepbook
(DeFi)

Enoki

Over 500k transactions made using this mechanism.
Deployed on



Web3 has an onboarding problem
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Web3 has an onboarding problem



Can we make it as easy as signing in 
with Google, Facebook and co?

● People don’t want to use separate 
passwords for each and every app, 
each and every web2 service

● Extremely likely they already have a 
Google, Facebook, Amazon account

● Solution: use OAuth to leverage 
these already existing accounts 

https://cdn.vox-
cdn.com/thumbor/ncbDuMeGzbUI6Ve0w6npZnclPSQ=/0x0:1125x2184/2000x1333/filters:focal(574x1530:575x1531)/cdn.vo
x-cdn.com/uploads/chorus_asset/file/22756604/IMG_2175.jpeg



zkLogin:
OAuth + zk-SNARKs
Non-custodial
User-friendly
Privacy-preserving 



OpenID Connect (an extension of OAuth 2.0)



JWT: JSON Web Token
Base64-encoded, RSA-signed

JWT as an alternative to a 
private key?



zkLogin tricks
sample openID JWT token

signed by Google / FB aud = walletID
sub = userID

nonce =
eph. pubKey 
+ expiration

add salt

inject eph key

+
+ ZK

proof
=

ADDRESS
~hash(providerID + zkhash(walletID + userID + zkhash(salt)))

&
verify ZKproof verify eph key sig+



zkLogin latency

Latency for most zkLogin transactions 
is very similar to traditional ones!

These numbers correspond 
only to the first transaction 

of a sessionImplemented in Circom: ~1M R1CS constraints 

Groth16



zkLogin

Google
Facebook
Twitch

native authenticator
non-custodial
*discoverable, claimable
invisible wallets
semi-portable, 2FA

single-click accounts w/

Apple
Slack
Microsoft



Thank You!
• ssedagha@esat.kuleuven.be

Some Slides credited to Mysten Labs crypto team.

Homepage: https://mahdi171.github.io/
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