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Web 3.0 vs. Web 2.0: Limitations
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Ethereum
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100 million active crypto wallets m m

and there are several BILLIONS of 5 billon 100 willion

Web2.0 accounts. | b



Rollup-centric Road MapP: To improve Ethereum’s scalability
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A rollup-centric ethereum roadmap

ethereum-roadmap, layer-2

Oct 2020
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What would a rollup-centric ethereum roadmap look like? ona
Rollups: As a scaling solution by executing the ftnxs outside L1 Offchain execution

while posting them on-chain.

How does Ethereum ensure that
executed transactions are processed
correctly and weren't submitted by
a bad actor for their own benefit? Finality and settlement
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Rollups: A simple analogy
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A %ﬁ!’?& To make sure everyone
(@) _ has a valid ticket.

To make sure all
transactions are valid
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(Based on EVM).
Ethereum main chain

e

To bring passengers to
their destination as fast
as possible, with minimal

stops or delays.

To settle transactions as
many and quickly as possible.




L1 vs. L2: Bus onboarding analogy

Layer 1

Optimistic Rollups

zk-Rollups

1111/

23-56 RT

BUS STOP []

The bus driver is responsible to
check all the passengers’ tickets

L1 is responsible to check the
validity of all transactions

Let the passenger enter without
immediate ticket inspection.

All tnx are valid, unless
proven otherwise.

The ticket booth issues tickets
along with a validity proof.

The validity of the transactions
being proved.



Value Locked $43.19B

4 12.2% / 30d

$45.00B

$39.60B

$34.208 W LZ2BEAT

| Securit | Withdrawal | Off-chain | Complexity
Y period Computation cost | of technology
Optimistic Rollups Low Simple
ZKk-Rollups Cryp’rographlc Nearly instant
certainty




Cryptographical Tools:

Multi-Party

Zero-Knowledge Verifiable Computation

Proofs R—

Sharing

Threshold

Secret
Cryptography

Sharing

Commitment
Schemes

Private
Information
Retrieval

Digital
Signatures

Encryption
Schemes




Zero-Knowledge Proofs:

secret key!
A strong cryptographic pritimve .
What s a
STATEMENT?

This probte™
hﬂs = n

\ 4
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"There are
infinitely many

v

so\.\.LU.‘fO“

prime numbers"

proof Tt

— Completeness:
STATEMENT J An honest prover can always convince a verifier.

: 250Ldl16552
. . A dishonest prover cannot convince a verifier.
Peggy (prover) Victor (verifier)

Zero-Knowledge:
The proof does not leak any information beyond
the validity of the statement.



Let’s play a game:




Let’s play a game:

STATEMENT

The color is red




Let’s play a game:
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Let’s play a game:

Victor Accpets if #black_cards = 26



zk-SNARKSs: A practical version

(CRS) «<SRSGen(1Y,R)

Trusted Third Party
Witness w CRS CRS
(x,w) € R
proof T STATEMENT
proof T «Prove(SRS, stat, witness)
| proof Tt | = O(log(|stat| + |witness|))

1949

O6= O(|stat|)

0/1 «verify(SRS, stat, proof)

N

%

3 Zero-Knowledge

The verifier doesn’t learn anything beyond the validity of the statement.

A malicious prover cannot convince a verifier, unless it knows some secret “witness”.

1 Knowledge Soundness

* CRS:Common Reference String
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Source: ZK Podcast
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zkLogin: Simplifying Onboarding
to Web3 Using SNARKSs
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Mysten Labs and Sui:

zkLogin

Deployed on

Over 500k transactions made using this mechanism.

-

Move
Wal DDA
alrus ( ) (Rust Smart Contract)




Web3 has an onboarding problem

B® METAMASK

New to MetaMask?

No, | already have a seed phrase Yes, let’s get set up!

existing wallet using a 12 word seed phrase his will create a new wallet and see

Import wallet Create a Wallet




Web3 has an onboarding problem

METAMASK English

ery phra: Create p

®® METAMASK

Access your wallet with your
Secret Recovery Phrase

MetaMask cannot recover your password. We will use your
Secret Recovery Phrase to validate your ownership, restore
your wallet and set up a new password. First, enter the Secret
Recovery Phrase that you were given when you created your
wallet. Learn more

Type your Secret Recovery I have a 12-word phrase
Phrase

No, | already have aste ecret recovery phrase into any field
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Confirm Secret Recovery Phrase
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Web3 has an onboarding problem

™ METAMASK

¥ METAMASK

Confirm your Secret Backup Phrase




Web3 has an onboarding problem

B METAMA

B METAMASK

B METAMASK Bridge tokens

Transfer your tokens from one network to another.
Show more

From this network To this network

Ethereum @ Polygon

No, | already have a seed
You send You receive

xisting wallet using a 12 wq

ETH v  0.01 : 4 WETH 0.010002 = $16.39

Import wallet

0.010224 ETH is available Verified on 4 sources. You can confirm the token address
on PolygonScan. @




Web3 has an onboarding problem

B METAMASK

METAMASK

No, | already have a seed

allet usin

Import wallet

000 MetaMask Notification

Signature Request

@ https://opensea.io

This request will not trigger a blockchain
transaction or cost any gas fees.

Your authentication status will reset after 24
hours.

Wallet address:
0x88c78f158cac85f17ecfc063259543c5dc345ef3

Nonce:
196d8093-6b04-426d-9bde-2dalc5c09008

To this network

@ Polygon

You receive
4 WETH 0.010002 = $16.39

Verified on 4 sources. You can confirm the token address
on PolygonScan. @




Can we make it as easy as signing in
with Google, Facebook and co?

@® People don't want to use separate
passwords for each and every app,
each and every web2 service

@® Extremely likely they already have a
Google, Facebook, Amazon account

@® Solution: use OAuth to leverage
these already existing accounts




zkLogin:
OAuth + zk-SNARKSs

Non-custodial
User-friendly
Privacy-preserving



OpenlD Connect (an extension of OAuth 2.0)

User navigates to web application

Joauth2/v2.0/authorize

Web
Server

Web app redlrects user to Azure AD, providing client_id, etc.

Redirects id_token to Redirect URI

Validates id_token,
Sets session cookie

Returns secure page to user




JWT: JSON Web Token T vatskey?

Encoded Decoded
HEADER:
eyJOeXA101JKV1QiLCJhbGeci0iJSUZITNiJ9.
7dWIi0d saXBw/Zl EnhWEPR: ; 71

JWT",
RS256

PAYLOAD:

VERIFY SIGNATURE




zkLogin tricks

iss": "https://accounts.google.com"

"azp": '"575519204237-msop9ep45u2u098hapgmngv8d84qdc8k.apps.googleusercontent.com"

"aud": "575519204237-msop9ep45u2u098hapgmngv8d84qdc8k.apps.googleusercontent.com",

"sub": '"1104634521 "

"nonce": '"16637918813908060261870528903994038721669799613803601616678155512181273289477"
"iat": 1682002642,

"exp": 1682006242,

"jti": "a8a@728a3ffd5dc8lecfddea81d0d33d803eb830"

add salt

inject eph key



zkLogin latency

Implemented in Circom: “IM RICS constraints

Grothlé

Ed25519

Fetch salt from salt service NA
Fetch ZKP from ZK service 2.78 s NA

Signature verification

Operation zkLogin

E2E transaction confirmation




zkLogin

G Google
¥ Facebook
Twitch

@& Apple
=2 Slack
B Microsoft

native authenticator
non-custodial
*discoverable, claimable

invisible wallets
semi-portable, 2FA

Osui

Welcome to Sui Wallet
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Thank You!

* ssedagha@esat.kuleuven.be

COSIC

Homepage: https://mahdi171.github.io/

Some Slides credited to Mysten Labs crypto team.
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